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Introduction

Stephanie Rey
Directrice des Licences

Email: licensing@alloutsecurity.com
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ALLOut Approuvé par la communauté JD Edwards

Security
@ecurapharma Eurlgﬁ

@ VI N EQGIIES{, C E L I N E ﬁ ' Food Service & Industry
)
= « Plus de 500 clients mondiaux utilisent AOS pour cehongroup
L 7 , « s /- TR .
A gerer la sécurite, ameliorer la visibilité des risques et -
Q atteindre leurs objectifs de conformité. > | :
S .- . . Mz VOLVO §
5 « Modele de tarification basé sur I'abonnement, qui Pernod Ricard B
E% mersen donne aux clients la confiance nécessaire pour e 3
ko Investir directement dans leur environnement JDE. G
& [ ] CONSERVERIE. .
£ Lromolocy S la belle-iloise
" “/estlake Limagrain @ — Un savoir-faire préserveé depuis 1932

Global Compoundsm de la terre a la vie

@ HRAPharma A

VEOLIA KAUFMAN
A4 O WATER & BROAD

Ceva Santé Animale



ALLOut Nos Partenaires en France

Security

» Nous travaillons également actuellement avec
trois grands partenaires en France.

SEE experium

—
— N NAX
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ALLOut

Security

. Maximiser l'investissement JDE existant.

. Fichiers JDE standard - pas de fichiers externes.
. Rapports E1 standard - aucun outil de rapport tiers.

. Licence uniquement pour les modules dont vous avez besoin - via

un abonnement annuel.

%)
=

©

=

S

L . 0s

N . Tres facile a installer. =
5 ;
S . Transfert de connaissances - Bonnes pratiques JDE avec notre 3
S ALLOut Academy. — %
= Tables JDE utilisées par ALLOut S
= F9000 Taches 7]
9 o
g F9001 Relations entre les vues des taches =
@ . .

o F9006 Filtrage des menus (Fine Cut)

2

|_

F0092/93 Profils/Environnements

F98OWSEC  Activer les utilisateurs

F95921 Relations de role
F00950 Sécurité

FO0950W Sécurité des objets Web
F9312 Tableau d'historique



The Perfect Solution for JD Edwards

ALLOut

Security

Projets sur lesquels nous pouvons vous aider

Modele de sécurité ouvert a fermé

Création de rbles basés sur des processus

Entretien de la sécurité

Controle des modifications de la sécurité des
roles

Sécurité UDO Facile a utiliser

Restructuration des menus

Surveiller les modifications du systeme

Evaluation des licences utilisateur

Contréle des changements de sécurité

Sécurité des rangées inclusive et d'entreprise

Utilisateur — Maintenance des roles

Conforme aux normes I1SO 27001, ISO37001,
ISO9001

Restructuration de la sécurité

RGPD, SoX dans JDE

Mises a jour JDE plus rapides

alloutsecurity.com



ALLOut Pourquoi devriez-vous utiliser ALLOut?

Security

Utilisez ALLOut pour simplifier, améliorer et créer des rapports
sur la sécurité et les controéles JDE.

The Perfect Solution for JD Edwards

alloutsecurity.com
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Security

SecurityPlus

Gestion de la sécurité

Sécurité
FO0950 et
autorisations

ubO

Créer une
sécurité a partir
du filtrage des
menus

Convertir la
sécurité des
lignes en

v inclusive

\4

SODMaster

Modéle de meilleure pratique de séparation des taches

MenuPlus

Gestion des menus

Maintenance

des taches et de

la vue des
taches

3 Way Match

Rapport sur
|'accés au menu

\4

o

ProfilePlus

Utilisateurs et roles

Utilisateurs et
roles

Relations de role

Rapports sur
les relations
de role

ALLOut Products

Risk Reporting

Risk Management

Identifier le risque potentiel

\4

Rapports
d'acces
utilisateur/

programme

Configuration et
rapports SoD

Rapports
d'entreprise et
d'unité
commerciale

Trace
Solution de controle de I'IBM iSeries

v

Faire face aux risques

Controles
d'atténuation

Accéder aux
rapports d'audit

Demande de
role et
approbation

StartOut

&3

CombiRoles

Résoudre les problemes multiroles

Utilisateur
Fix/Merge

Super réles

Rapports de
liste de sécurité

Ro6les, menus et modéle de sécurité des meilleures

pratiques



ALLOut Le logiciel ALLOut remplace-t-il JDE?

Security

ALLOut NE REMPLACE PAS la sécurité JDE,
Mais FONCTIONNE AVEC les Données et concepts de sécurité JDE.

The Perfect Solution for JD Edwards

alloutsecurity.com



LLOut

Security

ORACL €’ JD Edwards

w Open Applications

[}

ALLOut Landing Page

ALLOut Risk - Audit Revi

Segregation of Duties Watchlist (=2 SoD Risk Inguiry - Risk Overview - SoD Breaches by User/Role (C)
» Recent Reporis ] All | Matches Warning  Critical . Risk Overview - SoD Breach Status Query:| Al Records w & 2
+ Favorites Q) & =, Bow &} Tools
$oD Breaches risk , i
4§ Manage Favorites m Select Aggregation by Stacked Aggregation by
(O UserMole (@) Rule @ category (O level () User
a SoD Breaches - Level 1 Filter
User/Role: + Rule: * Category: * Level *
m SoD Breaches - Leve| 2 12
£
e
SoD Breaches - Level 3 g .
H] [ Commarily Used
£ 5 [ Operational
SoD Breaches - Commo... @ @ Financial
e 4
[=]
[=]
- - w2
m SoD Breaches - Financial o
=
RULEQGAGIC RULEGOBOSD RULE41C494 RULE41E43B RULE42R42C RULE42B494
. Rules
m SoD Breaches - Operati... .
SoD Risk Inquiry - Risk Overview - SoD Breaches by Rule Level (C)
Risk Overview - SoD Breach Status Query:[ Al Records v & 2

Qo
Select Aggregation by

—_v Bow ggg Tools

Stacked Aggregation by

@ UserMole () Rule (O Category (@ Level (O Rule
Filter
User/Role; * Rule: = Category: =

SoD Breaches for U...

ALEX ANDREW ATHENA J0E LINDA LUKE MONICH SHERRI

Level

STEFS

[ Level Code 3
[JLevel Code 2
[ Level Code 1

ol .,

~
»

AOS et JDE standard

DVe20]

Search

ALL Out Risk - SoD Breaches

SoD Risk Inquiry - Risk Overview - SoD Breaches by Rule (C)

Risk Overview - SoD Breach Status

a o
Select Aggregation by

=, Row 3} Tools

() UserRoale

Filter

@) Rule

User/Role: * Rule:

RULE42B49R, 20.93%

RULE42842C, 232

RULE4 1E42E

SoD Risk Inquiry

Risk Overview - SoD Breach Status

a £
Select Aggregation by

—_v Row gEg Tools

(@) UserRole
Filter

(O) Rule

User/Role: = Rule:

SoD Breaches for...
MW o= ow

ALEX ATHENA

, 9.38

Query: | All Records

Stacked Aggregation by

* Category * Level:

LEGGAGIC, 18.66%

LEGOEGSD, 1B.60%

9.302%

N2 Braches

- Risk Owverview - SoD Breaches by Rule Category (C)

Query: | All Records

Stacked Aggregation by

(O category Olevel (@ Rule

Level:

2 Category =

STEPHANIE
LINDA B TANTA

W RULEDOAGSC
] RULE@OEGSD
I RULE41C43A
[ RULE41E438
Ol rULE4zA42C
[ RULE42B45A

[ RULEG@BE3D
[ RULEDGAGIC
[ RULE4 28434
[ RULE42842C
[ RULE41E438
[ RULE41C454

Financial/Distribution Company w

a4

alloutsecurity.com

Suivez I'état de vos controles avec des informations exploitables via des tableaux de bord de rapports !



ALLOut Que peut faire ALLOut ?

Security

5
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= ort

: : P
Ajouter un e o AcceSs  emble
ensemble mainteni® - S ger Foutils de Intégré
- S .
d’outils pour nees ments project r dans JDE
o JDE AUd“

JDE Security

e
-

Concu pour vous aider a atteindre VOS obijectifs !



®

Automatisé des
utilisateurs/roéles

Changement de mot de
passe en libre-service

Corriger les licences
utilisateur Oraclerd
Change

Gestion efficace des menus et
de la sécurité a 1l'aide d'une
grille

Mettre a jour et concevoir la
sécurité hors ligne

Création en masse de versions
E1l dans une grille.

Maintenance de sécurité plus
rapide

Réaliser Refuser TOUT
Créer une sécurité inclusive

Identifier / supprimer la
sécurité en double

Gérer la sécurité UDO



ALLOut
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ProfilePlus

2 A

RAPPORTS UN MOYEN FACILE DE
D'UTILISATEURS ACTIFS COPIER / ATTRIBUER
ET INACTIFS. DES UTILISATEURS.

o

CHANGER RAPIDEMENT
LES MOTS DE PASSE
(LIBRE SERVICE).




ALLOut

Rapports d'utilisateurs actifs/inactifs

Security
RDIS0310 (RCMLO931) Worldwide Company 03/29/2022 10:22:34
Profile Plus: List User Activity Page - 2
n
e)
]
©
—% User User Description Address Business Unit  Profile Status Last Signon Date/Time  Days Since Used  Total Days Used Audit User  Audit Program Audit Date  Audit Time
- =
9> AMIT No Address Book Record Exists 61225 *Enabled *NEVER *NONE IDE PDIS0953 01/1%2022  11:19:00 o
o
B ANGIE No Address Book Record Exists 61241 *Enabled *NEVER *NONE IDE PDIS0953 01192022 11:19:00 >
= ANNETTE No Address Book Record Exists 61284 *Enabled *NEVER *NONE IDE PDIS0953 01192022 11:19:01 E
g APPLEAD Financial/Distribution Company 1 1 No FOBOWSEC record *NEVER *NONE 8
"g ARCHIE No Address Book Record Exists 62130 *Enabled *NEVER *NONE IDE PDIS0953 01192022 11:19:12 ()]
B ARIADNE No Address Book Record Exists No FOBOWSEC record *NEVER *NONE STEPHANIE POO92 02042022 16:25:34 4('2
n ATHENA No Address Book Record Exists 61090 *Enabled *NEVER *NOME IDE PDIS0953 01/1%2022  10:49:15 8
]
&) =
Q @®©
[Tl
S
)
o
g Total Number of Users Printed: 7
-
*xx¥ Fog GfREPGn. Fkokk
_—
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+ Open Applications

¥ Recent Reports

» Favortes

Security

ORACLE JD Edwards

Home

Report Activellnactive Users
Submitted Job Search 10
Submitted Job Search 11

Maintain Users

View Job Status

ALLOut Batch Process -

Process Users Activity (03/29/...

ALLOut Batch Process -

Process Users Activity (03/29/...

ALLOut Reporting - Program
Access (03/28/2022 10:50:51)

ALLOut Reporting - Program
Access (03/28/2022 10:50:08)

ALLOut Reporting - Program
Access (03/28/2022 10:49:33)

ALLOut Reporting - Program
Access (03/26/2022 10:49:00)

ALLOut Reporting - Program
Access (03/26/2022 10:45:47)

ALLOut Reporting - Program
Access (03/28/2022 10:44:07)

ALLOut Batch Process -

Process Users Activity (03/28/...

ALLOut Batch Process -

Process Users Activity (03/28/...

ALLOut Batch Process -

Process Users Activity (03/28/...

ALLOut Reporting - Program
Access (03/17/2022 07:29:20)

r

Faciliter la maintenance de |'utilisateur

A

Maintain Users

v QB X

Select Users or Roles

® Users

W

®© E[F % P

Form Row
v

Maintain Address Book and Next Number

Fo101

Records 1-10 » 3

I Business
Unit

AB Detail

Tools

Maintain User

FO0921

@ Generate

Enabled
Description

Enabled
Enabled
Disabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

A

[ Formats

O Specify

User Password
(Long)

EE s
kR R
FEEE R
EES S ssss]
B ]
EEE eSS
sk sk R R
FEERER R
FoRgoR R

R

Filter Description

System
User

IDE
JDE
JDE
JDE
JDE
JDE
JDESUPP
JDE
JDE
JDE

Personal Form: | (No Personalization) ~ Layout: | (No Layout)  w

Force
Change

O Lists

Show

Last SignOn

Reset Scheduler
Password

0
0

Validation
Audit
_ AudtUser  AuditPgm
MUSE PID

. JDE PDIS0953
. JDE PDIS0953
. JDE PDIS0953
. AIDY PDIS0953
. AIDY PDIS0953
. AIDY PDIS0253
. AIDY PDIS0953
. ALEX PDIS0953
. JDE PDIS0953
PDIS0953

Search

FIS0OWSEC

Query:

All Records

Maintain User Sign-On

STEFL w
[PY320]

v YLBEBR ? X

O Options 'g

Alternate Data Source

Set AO Configuration to maintain alternate Data Source

Audit WrkStn
JOBN

AOS-WLOGIC
AOS-WLOGIC
AOQS-WLOGIC
AOS-WLOGIC
AOQS-WLOGIC
AODS-WLOGIC
AODS-WLOGIC
AOS-WLOGIC
AOS-WLOGIC
AOS-WLOGIC

Audit Date
UPMJ

01/19/2022
01/19/2022
01/18/2022
03/07/2022
03/07/2022
03/07/2022
0215/2022
01/31/2022
01/19/2022
01/19/2022

# 2t

Audit Time Last
UPMT Signon

112024
112024
111500
102506
102532
102545

93659 03/28/2022
112850 03/28/2022
111800

111900 03/25/2022

alloutsecurity.com




LLOut Un moyen facile de copier/assigner des utilisateurs
Security

ORACLE JD Edwards

STEFL

Copy Users Personal Form: | (No Personalization) v Layout: | (No Layout)  w E,' Ej X

A Home [ Eorm  £23 Tools

¥ Open Applications

[ ] Copy Users Select User or Role to Copy

v Recent Reports @ Users Copy From User MOTEROD01 To User SALLOUT2
View Job Status ® Copy and Replace Existing User O Copy and Append to Existing User
ALLOut Batch Process - Select Data to Copy

Process Users Activity (03/28/_..

ALLOut Batch Process -
Process Users Activity (03/28/_..

ALLOut Batch Process -
Process Users Activity (03/28/...

ALLOut Reporting - Program
Access (03/17/2022 07:29:20)

ALLCut Reporting - Program
Access (03/17/2022 07:25:18)

ALLOut Reparting - Program
Access (03/17/2022 07:22:07)

Al LOut Reporting - Program
Access (03/17/2022 07:16:52)

Al LOut Reporting - Program
Access (03/16/2022 13:41:31)

ALLOut Reporting - Program
Access (03/16/2022 13:33:28)

ALLOut Reporting - Program
Access (03/16/2022 12:42:57)

ALLCut Batch Process -
Solution Explorer Processing ..

ALLOut Batch Process -
Solution Explorer Processing ..

Al LOut Batch Process -
Solution Explorer Processing

ALLOut Batch Process -
Solution Explorer Processing ..

ALLOut Batch Process -
Solution Explorer Processing ..

Only records from the tables selected as below will be copied
Copy FO092/FO092L User [ copy FO0921 User Display Preference
Long User Name
F0092 Address Book Number

O Generate O Existing ® specify 0

[ maintain FO101 Address Book
User Security and Passwords
O Copy F9BOWSEC Sign-On Settings

(] Set F980WSEC Password
Assignments

alloutsecurity.com

Copy F95921 Role Relationships Copy F0093 Environments Copy F2001 Favorites
Security (Data assigned directly to User ONLY)
Copy FO0950 / FO0950W Security
‘f Click check mark icon to enable copy. NOTE NO FURTHER CONFIRMATION SCREEN IS DISPLAYED.

Confimm Copy % Cancel

The Perfect Solution for JD Edwards

ol
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ALLOut

Security

MenuPlus

The Perfect Solution for JD Edwards

Acces au menu vs acces de sécurité
des utilisateurs et des roles.




ALLOut MenuPlus et votre organisation

Security

(im} D Edwards x Wk _ a X
& @] A Notsecure | aos-wlogicsvr:8002/jde/E1Menu.maf?jdemafjasFrom=SessionTimec Protect=PROTECTED&jdemafjaslaunch... A g o= : 0
ORACLE’ 4D Edwards A 0 Z % P & Search D e
v Open Applications = ALLOutLanding Page Tools and Technologies  EnterpriseOne  About EnterpriseOne  Applications  Object Usage Tracking My Worklist ~ GRC Solution ~ Lease Administrator ~ TESTALLOUT LA} »
A Home

CA.LLOU t Shortcuts ? ’

¥ Recent Reporls sales@alloutsecurity.com

Q

ALLOut Product Menu ?
ALLOut Reporting - Program =
Access (0316/2022 12:42.57)

7 ALLDU Baich F s |’!‘, ALLOut SPC License ﬁfl

Access and Audit Reporting for Segregation of Duties & Visibity to User and Role Access

ALLOut Configuration

xessing .

@

wessing

Access & Data Management for Multiple Role Management & JD Edwards Data Maintenance

&

Objectives Implementation Tools for JD Edwards Mass Data Updates & Security Projects

[

The Perfect Solution for JD Edwards

AL Oud Rsoorang - Program

b Favniles

-l O Type here to search i ( @ & 1xc ~G B E @ 7ZD)

alloutsecurity.com



SecurityPlus

e Modifications massives des
données de sécurité

e Sécurité UDO




ALLOut L
Security Securlte UDO

ORACLE D Edwards

S [JPYS20]

: : MONICA
" A (o) v

v Open Applications Maintain F00950 and UDO Security Personal Form: [ (No Personalization) v Layout:| (NoLayout) v Query:[AllRecods v T L E & 2 X
S | & Home v Q X FEom = Bow (B Toos
o \ ;
g |ﬂ| Maintain F00950 and UDO Secure using F00950 Types Secure UDOs using F00950W UDO Categories Security Updates
= Securit — — = - . - —
E : h ] Data |_J Screen Controls [ IMenus |_] Pathways [_] Customizations [_] Queries |_J Orchestrations Update Controls...
@) =) © O 1:2 ()3 A O ® welusiv i
9) @ View Job Status @3+1 J3+5 J)3+5+1 _) 1: Action _) 3: Application _) 5: Processing Option ) 9: Exclusive Grid Features.
B E’; ALLOut Reporting - Program Filter Users/Roles Filter Programs Show Columns in Grid
= Access (03/22/2022 15:50:43) [C] Find for User-Role Relationships.. (] Find by Type (] Find for Program Relationships.. (] Find by Type () Descs [ Product (] Audit
c * ALLOut Reporting - Securnity
o E’I History Audit Report (03/1872
S E,; ALLOut Reporting - Security Records 1-10 > AL
B History Audit Report (03/18/2
* ALLOut Reporting - Secunt
n E’, alstory F d?t Repgo iy 031,13{2 O @& User/Role _ Program/Form  Version _ Run Install _ Add Change Delete OK/Select Copy Scroll
"C; — USER OBNM FRDV RUN INSL A CHNG DLT 10K ICPY ATN1
@ E,“ ALLOut Batch Process - e
Y Solution Explorer Processing [J *PUBLIC . M03015 . Y Y . N N Y ¥ N Y
[ * ALLOut Batch Process - m *PUBLIC . PO0146W .Y N . N Y N Y Y Y
(al B Solution Explorer Processing :
© | [ Auoutsstcn rocess. O PUBLIC W oo | K N | B Y N Y Y Y
Soluti xpl cessi =
IE SORBORE R O SEst 0 *PUBLIC . PO030A .\: N . N N N Y Y Y
y) T 0 *PUBLIC . P0092S . Y N . N Y N Y Y Y
O *PUBLIC .901012 .Y N .u N N Y Y Y
O *PUBLIC . P0101SL .Y N . N Y N Y Y Y
l:l *PUBLIC . P0101SX . Y N . N Y N Y Y Y
O *PUBLIC . P0111S . Y N . N Y N X Y Y
]  =pusuC . PO1175 . Y N . N Y N Y Y Y

alloutsecurity.com



et informations résumées pour les et des combinaisons.
partenaires commerciaux.

Visibilité accrue des risques avec piste
Rapports d'acceés au systeme et d'acces aux d'audit.
processus critiques.

R . Rapport sur les regles et les infractions
Reégles SoD et rapports de conflits. SoD

Rapports sur la sécurité des rangées. . . .
PP 8 Contréles de changement d'attribution de

Listes de diffusion. réle.

Contréles de sécurité et de changement de
menu.

Rapport d'audit de 1l'historique SoD.
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Risk Reporting

» Rapport d'acces utilisateur avec documentation
de violation SoD.

* Rapport d'acceés au programme avec
documentation de violation SoD.




@LLOU‘I: Rapports d'acces utilisateur
S

RCMLO500 Worldwide Company 07052007 19:17:16 I
Compliance: Segregation of Duties
Page - 2
Program Security (

%) User ANNETTE Walters, Annette

]

)

= Attached Roles: MAPSUPER AP Supervisor Model

) upe

Ll

9) Prod  Effective  --— Application Security Action Code Security -———-s--s-emmmmee
5 Rules Programs Version Code Flag Effective Level Run Install Effective Level Add Chg Del OK Copy Scroll
[y

c

g VE & PAY Voucher Entry & Pay P414 AP Payment Detail 04 A *PUBLIC P) Y Y M AP SUPER (R Y N N Y ¥ Y
>

o VE & PAY Voucher Entry & Pay PO415 Payment Sequence 04 8 *PUBLIC iP) Y Y *PUBLIC (P*) N N N ¥ N Y
(L) VE & PAY Voucher Entry & Pay FO41017 Multi-Voucher Entry 04 A MAFPSUPER (R) Y Y MAFSUPER (R ) Y N N ¥ r Y
&)
qG_J VE & PAY Voucher Entry & Pay Fo411 AP Standard Voucher Entry 04 D MAPSUPER (R) Y Y MAFSUPER (R} Y ¥ Y r
S

& VE & PAY Voucher Entry & Pay PO4118V AP Speed Voucher Entry 04 A MAPSUPER (R) Y Y M AP SUPER (R Y N N Y ¥ Y
g VM & PO Vendor Master AND PO POI012 Address Book 01 A MAPSUPER (R) Y Y M AP SUPER (R Y N N Y ¥ Y
= VM & PO Vendor Master AND PO P4310 Purchase Orders 43 8 ANNETTE ) Y Y *PUBLIC (P*) N N N Y N Y

**#** This access in this report has been approved when signed **** Signed:
*rxx Fnd ﬁer:pﬂl"l ek
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Security

RCMLOS00

Configuration de I'acces au programme

1

Worldwide Company 03/29/2022
Risk Reporting: Program Access Page -
i Access to Programs
v BR? X
RCMLOS00 Worldwide Company 03/29/2022 10:45:00
Risk Reporting: Program Access Page - 2
Access to Programs
Program P40GH5 Proceed Payments
@)
©
Prod Effective  ---eaees Application Security Action Code Security --—-e-ssacemaaa- >
)
Program Users Version Code Security  Effective Role Run Install  Effective Role Add Chg Del OK Copy Seroll —
>
P40GS5 Proceed Payments A001_TEST 40G D MADVNCD (R} Y ¥ 0IADVNCD (R) Y Y Y Y ¥ Y (@)
P40G95 Proceed Payments A002_TEST 40G D 0IADVNCD  (R) Y Y 0LADVNCD (R) Y Y Y Y Y Y %
P40G95 Proceed Payvments A003 TEST 40G D MADVNCD (R} Y Y 01ADVNCD (R) Y Y Y Y O Y S
P40GS5 Proceed Payments AIDY Joshua 40G D *DEFAULT (*I) Y ¥ *DEFAULT (*D) Y Y Y Y O Y (_3
P40G95 Proceed Payments ALEX Alex 40G D 0IADVNCD  (R) Y Y 0LADVNCD (R) Y Y Y Y Y Y ('_U
P40GS5 Proceed Payments ANDREW Andrew Ostdiek 40G D PFYADMIN (R*) Y ¥ PYADMIN (R*) Y Y Y Y ¥ Y
P40G95 Proceed Payments ARCHIE 40G D 0IADVNCD  (R) Y Y 0LADVNCD (R) Y Y Y Y Y Y
P40G95 Proceed Pavments ARIADNE 40G D *DEFAULT (*) Y ¥ *DEFAULT *D) Y ¥ ¥ Y ¥ Y
P40G95 Proceed Payments ATHENA 40G D PYADMIN (B*) Y Y PYADMIN (R*) Y Y Y Y Y Y
P40G95 Proceed Payments BARB 40G D 0IADVNCD  (R) Y Y 0LADVNCD (R) Y Y Y Y Y Y
P40G95 Proceed Payvments BARRY 40G D *DEFAULT (*D) Y ¥ *DEFAULT *D) Y ¥ ¥ Y ¥ Y
P40G95 Proceed Payments BILL 40G D *DEFAULT (*I Y O¥ *DEFAULT (*D) Y Y v Y Y Y
L solution Explt g Uger *ALL Potentially Update-Capable UBEs U Can Run- (Update Capable UBEs)
E.“ ALLOut Batcr From Application / UBE P40GYS Proceed Payments Reports Only R Can Run - (Report UBEs)
Solution Expl To Application / UBE P40G95 Proceed Payments No Access N NoAccess - (UBEs)
7' ALLOut Batct From Rule/List *ALL
[:/ Solution Expl To Rule/List *ALL Legend - External Process Flags:
From Product Code *ALL External Programs E Can Run - (External Programs)
To Product Code *ALL Manual Processes M Can Run - {(Manual Processes)
From User Category Code *ALL No Access N No Access - (External Processes)
To User Category Code *ALL Mitigating Controls Active * Mitigating Control Exists - (for SoD Rule Breaches)




Risk Management

e Capable de suivre les changements
sur les tables d'affaires.

* Rapports auditables entierement
tracables.




ALLOut Comment AOS suit les modifications sur les tables

Security
ORACLE' Jp Edwards A v Y
~ Open Applications Work With RZ ALLOut Product Configuration Qi ACAEGODS Enviorivent s VY LZER °
% o 51 Add Approver List Q2 Delete F0093 Envn.ronment
= | : Q3 Change F0093 Environment
g B3 w10t Configuration ey Delete Approver Ll?t Q4 Add F9006 Fine Cut
E (4] Lﬁoirg With Security History S3 Chang-e Apprc_wer List Qs Delete F9006 Fine Cut : :
e User B Add List Detail User/Role Qsé Change F9006 Fine Cut he Event £ g
i S5 Delete List Detail User/Role Q7 Add F9000 Task 3}
S e o s S6 Change List Detail User/Role Qs Delete F000 Task 2
S | & R Gz 1550 s7 Add List Detail Approver 2 e sk =
5 |38 ey 8 Delete List Detail Approver & e o
Q | 7 auLoutreporting - security 59 Change List Detail Approver o bR E e USRI 5
2 (% History Audit Report (03/18/2 : —— Qc Change F9001 Task Relationship o
8 E}. Q;ﬁgr?ti%%ogrenpgohS}vgg“p‘rg:{é SA List Process Activation QD Add User Favorites (':U
Q : ook !
5 7 ?Eh?lgtn BE ‘?SE :::*rroFc’fcsse-ssmg SB LI'S‘t Process DeActivation QE Delete User Favon?es
o e : T1 Fix Merge UBE Executed QF Change User Favorites b
2 | & i e e pocessing T2 Promotion UBE Executed Q6 Add Mitigation Control
F B S e T3 Test Approval Status Rejected QH Delete Mitigation Control
» Favorites T4 Test Approval Status Approved & izzn: el h;'t.'gatlon il
15 Test Approval Status Changed gJK Del et: :u::}t'_i %
T6 SoD Validation Not Successful aL Change Rule/List
L7 SoD Validation Successful CEJ lam Add SoD Rule




ALLOut Configuration des parametres de contréle des modifications d'audit et rapport a leur sujet
Security

ORACL.E JD Edwards e “MggzlgA

v Open Applications Report System Change Control Audit Personal Form: | (No Personalization) v Layout:| (NoLayouty v [E' &) ? JIx

>< i’r-fv Form Tools

A Home

[E|| Report System Change Control JESELECT AUBITEYHE (ASEE)

- Audit

)
©
<
; v Recent Reports JDE Definition Changes JDE Access Changes JDE Solution Explorer Menu Changes
© ) a — .
L @ P o All User Profiles |:] Role Relationships |:| Task Definitions
) (U None [J User Passwords [ ) Environment Access [_] Task View Relationships g
* ALLOut Reporting - Pregram - —
) EJ zccesl; |'03?22‘,'20922 ,r_;’ogo 43) |:| Role Definitions F00950 Security |:| User Favorites O
E E’; ALLOut Reporting - Security [_] UDO Feature Security |__| FO0950W UDO Security [_| Menu Filtering b
Y= History Audit Report (03/18/2 2) FILTER by EVENT (A/C/D) 3) SET OUTPUT OPTIONS =
C 2
* ALLOut Reporting - Security - . . ) _ 5
g EJ History Audit Report (03/18/2 [[]Add # [change 1 (O Sort by Table Name (@ Sort by Audit Type &)
= E,“ ALLOut Reporting - Security () users/Roles in same column %
History Audit Report (03/18/2 Environment Used All PathCodes (Do Not Filter) —
H >
* ALLOut Batch Process - & = m
"CS B Solution Explorer Processing Environment Impacted Cumrent PathCode (] output to Excel (_3
() E,; ALLOut Batch Process - 4) DEFINE REPORT LAYOUT and SET FILTERS ©
4 Solution Explorer Processing .
() Set to Default
o E," ALLOut Batch Process - o 5 . . ) ST .
o Solution Explorer Processing Show in Header Show Description Filter Data (from/to) Show DescriptionFilter Data (from/to)
Q O User (] AUDIT Program 0
e AR ~ e R =
[ 2 &% M. 01/01/2022 03/18/2022 [0, ‘AUDIT Event (A/CD) [J  (Show Environment in Description)
L&t [ AUDIT Type (Table (Audit Type Selected Above) [] Role O
9%t AUDIT User O (] Data (Seq#/Dates/Environ./Sec. Type/Task)
5) ' @) Program (Version) M

AUDIT Time

(3
&

¢ Submit Report



LL?U;I: Atténuez les violations SoD avec les contrbles internes, les achats et les ventes
ecurity

ORACLE’ 4D Edwards A By STEFL v A

» Open Applications Maintain SoD Mitigating Control Definitions Personal Form: | (No Personalization) » Layout: (NoLlayout) s~  Query:| AllRecords ~ ¥ & F,' Bl ? X b X
A Home v O [ X HF,Eorm — Row {53 Tools B
L Grid Size
(2] '[‘)”gﬁ?ig'nfw Mitigating Control Mitigating Control Approvals are disabled - Use the configuration screen to enable. Maintain Categories @
- [EJrrompt 00025
~

¥ Recent Reports it Filter Show Sequence by

=D S Rule/List Impacted User/Role () Descriptions Attachments @® control O category

ALLOut Reporting - Program

Access (03/29/2022 10:44:58)

ALLOut Batch Process - Records 1 -1 At

Process Users Activity (03/29/..

ALLOut Batch Process -
Process Users Activity (03/29/..

ALLOut Reporting - Program
Access (03/28/2022 10:50:51)

ALLOUt Reporting - Program
Access (03/28/2022 10:50:08)

ALLOut Reporting - Program
Access (03/28/2022 10:49:39)

ALLOut Reporting - Program
Access (03/28/2022 10:49:00)

ALLOut Reporting - Program
Access (03/28/2022 10:45:47)

ALLOut Reporting - Program
Access (03/28/2022 10:44:07)

ALLOut Batch Process -
Process Users Activity (03/28/..

ALLOut Batch Process -
Process Users Activity (03/28/..

ALLOut Batch Process -
Process Users Activity (03/28/

ALLOut Reporting - Program
Access (03/17/2022 07:29:20)

ALLOut Reporting - Program
Access (03/17/2022 07:25:18)

ALLOut Reporting - Program
Access (03/17/2022 07:22:07)

~r

LastChanged  Last Changed  Last Changed

O Control Control Description Category - Frequency  Active - Control Definition = | U= Date Tiire

0 ] ] [
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» Favorites




LLOUt Rapport d'historique d'audit général

Security

RCMLO251 Worldwide Company 10/30/2019 14:32:58
ALLOut Reporting - Security History Audit Reporting Page - 2
Changeby  DEMO Financial/Distribution Company
Audit Type Date Data Table  Data Table Description EventType  Time Audit Prog User Rale Program \ersion CtriRule Data
n
o
E Configure 917/2019 Users User Definition (F0092) QZ Config 16:44:43 PADS0050 Started 917/2019 16:44:43
; Configure 9172019 Users User Definition (FO092) QZ Config 16:45:02 PADS0050 On 917/2019 16:44:43
© Configure 917/2019 FO80WSEC  System Access (FIBOWSEC) QZ Config 16:44:43 PADS0050 Started 9/17/2019 16:44:43
L Configure 91712019 FBOWSEC  System Access (FS8OWSEC) QZ Config 16:45:02 PADS0050 On 91712019 16:44:43 E
D Configure 91712019 Roles Role Definition (FO0S2) QZ Config 16:44:43 PADS0050 Started 917/2019 16:44:43 o
m Configure 917/2019 Roles Role Definition (FO092) QZ Config 16:45:02 PADS0050 On 917/2019 16:44:43 (&)
B Configure 9172019 Relati Role Relationships (F35921) QZ Config 16:44:43 PADS0050 Started 917/2019 16:44:43 >
Y Configure 9172019 Relations. Role Relationships (F95921) QF Config 16:45:02 PAOS0050 On 91772019 16:44:43 =
- Configure 9172019 Environs. Environments (FO093) QZ Config 16:44:43 PAOS0050 Started 91712019 16:44:43 5
g Configure 91712019 Envirans. Environments (FO093) QZ Config 16:45:02 PAOS0050 On 91712019 16:44:43 (&)
E Configure 917/2019 Security Security (FO0950) QZ Config 16:44:43 PADS0050 off (G,'))
(@] Configure 917/2019 Security Security (FO0950) QZ Config 16:45:02 PADS0050 Summarize 917/2019 16:45:02 b
U) Configure 9172019 Fine Cut Menu Fittering (FI006) QF Config 16:44:43 PAOS0050 off 8
'L_‘) Configure 9172019 Fine Cut Menu Fittering (F9006) QZ Config 16:45:02 PAOS0050 off f—
qq_.) Configure 91712019 Tasks Task Definition (F3000) QZ Config 16:44:43 PADS0050 off CU
E Configure 9712019 Tasks Task Definition (F3000) QZ Config 16:45:02 PAOSO050 off
D_ Configure 9172019 Task Views  Task Relationships (F3001) QZ Config 16:44:43 PAOS0050 Of
Iy Configure 91712019 Task Views  Task Relationships (F3001) QZ Config 16:45:02 PAOS0050 Off
c Configure 72019 Favorites User Favorites (F3001) QZ Config 16:44:43 PAOS0050 Off
l_ Configure 91712019 Favorites User Favorites (F3001) QZ Config 16:45:02 PADS0050 off
Configure 172019 Rule/Lists ALLOut Rules and Lists QZ Config 16:44:43 PADS0050 Started 917/2019 16:44:43
Configure 91712019 Rule/Lists ALLOut Rules and Lists QZ Config 16:45:02 PADS0050 On 917/2019 16:44:43
Configure 91712019 Mitigation ALLOut Mitigating Controls QZ Config 16:44:43 PADS0050 Started 9/17/2019 16:44:43
Configure 91712019 Mitigation ALLOut Mitigating Controls QZ Config 16:45:.02 PADS0050 On 91712019 16:44:43
Configure 91712019 Role Rules  ALLOut Role Combinations QZ Config 16:44:43 PAOS0050 Started 91712019 16:44:43
Configure 91712019 Role Rules  ALLOut Role Combinations QF Config 16:45:02 PAOSO0S50 On 91712019 16:44:43
1.User 2712019 Users User Definition (FO092) 10 Add 2001607 PDIS0953 12345
1.User 2712019 FBOWSEC  System Access (FS8OWSEC) 05 Add 20:16:09 SECKRNL 12345
3.Assign 2712019 Relati Role Relationships (F95921) 15 Change 20:23:42 PADS0002  SHERRI 01PROC Y2712019 -
6.Complia. 2712019 Mitigation ALLOut Mitigating Controls QG Add 18:32:35 PCMLO945 CNC CNC

6.Complia. 2712019 Mitigation ALLOut Mitigating Contrals QT Add 18:33:15 PCMLO345  CNC CNC CNC



Modele SoD des meilleures
pratiques.

Processus critiques définis.

Controdles d'atténuation.

Modele préchargé de toutes les
options de menu et de tous les
roles.

Refonte et rationalisation des
menus et de la sécurité.

Menus E1 des meilleures
pratiques.

Automatisation du projet.

Controle les modifications au
niveau de la base de données
avec la piste d'audit.

Surveillance des données
critiques.

Contrdle au niveau de la base de
données avec documentation
avant/apres.

Notifications de modifications
sur les données sensibles.



ALLOut

Security

SoDMaster

Détecter, prévenir et
hiérarchiser les risques.

The Perfect Solution for JD Edwards




ALLOut

Security

SODMaster - Listes et régles des meilleures pratiques

L43 - b F v
A B C D E G H | J L N 0 B Q
2}
5 Confidential - Li| ensed for use at STEEANOS|L nI
g - - RS b—a—2-F- A N e — - D
SoDMaster -
© 1 |List Name List Description Product Code Component Object Version Description Active C.P Level C.P CatCode
L 41 |LISTO3A Cash Application f 03 Program PO3B124 Revise Electronic Receipts Input Status Y
() 42 |LISTO3A Cash Application " 03 Program PO3B40 Deduction Processing Y
™ 43 |LISTO3A Cash Application " 03 Program PO3B571 Automatic Debit Batches Y
B 44 |LISTO3A Cash Application f 03 Program PO3B602 Draft Entry Y C=3°“‘""
. . . F=F
= 45 |LISTO3B Customer Master Maint. M 03 Program PO301 Revise A/R Information Y 0=gs:::t‘ona|
g 46 |LISTO3B Customer Master Maint. " 03 Program P0O30171 Batch Customer Master Y Blank=M/a
] 47 |LISTO3B Customer Master Maint. " 03 Program RO3010Z Customer Master Batch Upload Y ‘;\
E 48 |LISTO3B Customer Master Maint. r 03 Program P0O3013 Customer Master Y D
) 49 |LISTO3C Customer Credit Limits " 03 Program POD14 Payment Terms Y E
n 50 |LISTO3C Customer Credit Limits " 03 Program P0O0145 Advanced Payment Terms Y F
]
(&) 51 |LISTO3C Customer Credit Limits " 03 Program PO0146 Due Date Rules Revision Y F
E 52 |LISTO3C Customer Credit Limits r 03 Program PO3B0S8 Credit/Collection Date Patterns Y F
ustomer Credit Limits " rogram redit Granting anagement
E 53 |LISTO3C C Credit Limi 03 P PO3B305 Credit G ing /M Y F
(a 54 |LISTO3D Sales Invoicing f 03 Program PO3B0002 Invoice Revisions Y C
Q 55 |LISTO3D Sales Invoicing " 03 Program PO3B11 Standard Invoice Entry Y C
e 56 |LISTO3D Sales Invoicing " 03 Program PO3B115I Speed Invoice Entry Y C
ales Invoicing " rogram atch Invoice Revisions

}_ 57 |LISTO3D Sales | ici 03 P PO3B1171 Batch | ice Revisi Y C

58 |LISTO3D Sales Invoicing " 03 Program PO3B120 Recurring Invoice Review Y C

59 |LISTO3D Sales Invoicing " 03 Program PO3B2002 Customer Ledger Inquiry Y C

60 |LISTO3D Sales Invoicing " 03 Program RO3B117Z1A Batch Invoice Processor - C Function Y C



®

Promotion d'attribution

de réle avec approbation

facultative et violation
SoD.

Promotion de la sécurité
avec approbation
facultative et violation
SoD.

Visibilité des changements
d'attribution de rdéle et des
approbations capturées.

Audit et documentation de
1'attribution des roles.

Gestion des relations de
role.

Contrdles de sécurité et de
changement de menu.

Validation et approbation SoD
avant la promotion.

Modeles de promotion
facultatifs.



ALLOut

Security

CombiRoles

The Perfect Solution for JD Edwards




ALLOut Contréle des changements d'attribution de role-

Sec:urity Processus de flo de travail
APPROBATION
DEMANDE Plusieurs MISSION
niveaux Plusieurs
d' approbatlon niveaux

d'approbation ?

e

The Perfect Solution for JD Edwards

TIP JDE Work Center et UDO Notifications peuvent étre utilisés pour informer l'utilisateur approprié au moment approprié.



ALLOut

ALLOut

Security

Soyez alerté des conflits SoD AVANT que les affectations ne

Approbation SoD préventive soient effectives.

PSP T I R e . Definissez qui est responsable de I'approbation des
réle affectations par ROLE.

Restriction du
destinataire de
l'utilisateur

Définissez qui est responsable de I'approbation
des affectations par I'UTILISATEUR.

The Perfect Solution for JD Edwardd

Pré-approbation de Prédéfini quels roles sont autorisés pour quels
l'utilisateur au réle utilisateurs (ex : par département)

Remarque : Des listes de profils personnalisables peuvent étre utilisées pour les

processus



Utilisation quotidienne
pour la gestion de la
sécurité JDE dans
plusieurs pays

Plusieurs pays ont mis
Utilisation guotidienne en ceuvre des politiques
d'AQOS pour la gestion et d'entreprise de sécurité
la maintenance de la JDE communes et
sécurité rationalisées

Gestion efficace de la Global - analyse SoD
sécurité JDE (IT + accélérée avec des

Business sont sur la processus rationalisés
méme page) dans différents pays

Ceva Santé Animale



ALLOut

Security

ALLOut Education & /=
Learning Resources .~

alloutsecurity.com

ALLOut Academy
Customer Portal
Audits & Workshops
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ALLOut ALLOut Academy

On Demand Digital Learning

* Beginner to Advanced Levels
 Tailored e-Learning pathway
* Downloadable tutorials

Multiple Pathways to JDE Certification

* Audit & Compliance
* Security Administrator
* Security Implementation Expert
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Live Webinars

e FREE training webinars
e Different topics monthly
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ALLOut

Security

Thank you

Get in touch: licensing@alloutsecurity.com

Stay connected:

Visit our website: www.alloutsecurity.com



https://www.linkedin.com/company/allout-security/

I
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delegation@clubutilisateursoracle.org

Délégation Générale des Clubs Utilisateurs Oracle

delegation®@clubutilisateursoracle.org

@CIubUtll|sateur30racIeFrance Patricia Azzaro | Camille Giard | Delphine Gingreau

@ClubAUFO
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