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Safe harbor statement

The following is intended to outline our general 
product direction. It is intended for information 
purposes only, and may not be incorporated into 
any contract. It is not a commitment to deliver any 
material, code, or functionality, and should not be 
relied upon in making purchasing decisions. 

The development, release, timing, and pricing of any 
features or functionality described for Oracle’s 
products may change and remains at the sole 
discretion of Oracle Corporation.
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Module 1

1. Introducing Oracle cloud 

2. Oracle cloud data privacy overview 

 Introduction to Oracle DPA

 You Right to Audit

 Incident management and breach notification

 Binding Corporate Rules for Processors 

3.  Roles and responsibilities when using Oracle cloud (RACI) 

 A day in a life of Information Security Officer
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INTRODUCING ORACLE CLOUD



Oracle Cloud
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Applications

Platform

Infrastructure



Copyright © 2020, Oracle and/or its affiliates  |  Confidential: 
Internal/Restricted/Highly Restricted

7



Global Enterprise
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152,000+ 
Cloud Enterprise 

Tenants

CLOUD SCALE
An established community of 83M+ weekly active cloud users 

1,835+ PB 
Total Storage under 

Management

71+ Billion
Cloud Database 

Transactions per Day



Oracle Cloud Infrastructure 
Global Data Center Region Footprint

August 2020: 25 Regions Live!
End of CY2021: 36 Oracle Regions

ASIA

SYDNEY

MELBOURNE

SINGAPORE

HYDERABAD

MUMBAI

TOKYOSEOUL
CHUNCHEON

OSAKA

DUBAI

UAE 2JEDDAH

SAUDI 2

ISRAEL
ISRAEL GOV

AMSTERDAM
FRANKFURT

ZURICH

EUROPE

MONTREAL
TORONTO

PHOENIX

CHICAGO

ASHBURN
US GOV

BAY AREA

BELO HORIZONTE

CHILE

UK

COMMERCIAL

GOVERNMENT

MICROSOFT AZURE 
INTERCONNECT

SAO PAULO

SOUTH AFRICA

Copyright © 2020 Oracle and/or its affiliates.10



Delivered in a context of Trust

5
Transparency

1
Single vendor

2
Single tenancy

3
Continuous 
innovation

4
Hyper security

A modern SaaS architecture
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Roles and responsibilities when using Oracle cloud (RACI) 

- A day in a life of Information Security Officer

Oracle cloud data privacy overview

- Introduction to Oracle DPA

- You Right to Audit

- Incident management and breach notification

- Binding Corporate Rules for Processors 

Introducing Oracle cloud 

Module 1



Limiting the collection and use 
of data that is necessary

Removing data permanently 
and securely

Wide range of operations 
performed on personal data: 

recording, structuring, storage, 
adaptation and transmission

3Ds of Privacy by Design Principles 

Data Processing=
Data Deletion

Data Minimization



Privacy Is In Oracle’s DNA

Privacy is the normality of Operation

 Transparency 

Oracle Public

 Compliance Driven 

 Efficiency

 Reliability

 Customer Centric

 Accountability



Key Commitments of Oracle’s Customer-Centric Data 
Processing Agreement

Data security

Audit Rights

Cross-border 
Data Transfer

Incident 
Management 

and Data 
Breach

Data Return 
and Deletion

Data 
Controller
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Oracle Cloud Applications Portal

Maintenance 
Scheduling

Service Details & 
Usage Metrics

Service 
Administrator 
Management

Notification 
Contact

Management

Notification 
History & 

Preferences
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Oracle cloud data privacy overview
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“Risk comes from not knowing what you’re doing.”

- Warren Buffet



Oracle and KPMG Cloud Threat Report

• Realities of a CISO 



• The Cloud-Centric CISO Program 

Identify

Protect

DetectRespond

Recover

Risk management 

Regulatory support and policy
compliance

Threat and vulnerability
management 

Security architecture Incident and event
response

Identity and access
management 

Privacy and data protection
Training and awarness



• Protecting Mission-Critical Business Applications in the Oracle Cloud

Role based 
access control

Location based 
access control

Oracle Cloud
Network Access

Break Glass
Customer

authorisation

Federated
single sign on

Adaptive
authentication

Multi-factor
authentication

IDENTITY AND
ACCESS

MANAGEMENT

Break Glass
Audit reports

Privilege
escalation

Application
audit
log

LOGGING AND
MONITORING

Behavioural
analytics

IP Whitelisting

FastConnect

Encryption of data
In transit
TLS 1.2

DDOS mitigation

VPN
NETWORK AND 

SECURITY
COMMUNICATION

Transparent Data
Encryption

TLS encryption of data 
In transit

Break Glass
BYOK

ASSET
PROTECTION

Object attribute 
modification

OSSA
SOFTWARE

DEVELOPMENT
SECURITY

Defined Business
Continuity plans

Patch
management

Vulnerability
management

Security
incident

management

Change
management

Physical
security

SECURITY
OPERATIONS



Manages the ongoing configurations, 
data,  and prepares for Updates

Maintains the application code, 
technology stack and innovates with 

every new release


